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 CISA consists of: 

Divisions of CISA

Cybersecurity 
Division

National Risk 
Management 
Center

Infrastructure 
Security Division 

Emergency 
Communications 
Division

Presenter Notes
Presentation Notes
As I said, we are one agency with one vision and one mission. We carry out our mission and implement that vision through our respective areas of expertise.  The legislation created the 3 divisions focused on critical infrastructure – one expert in cybersecurity, one in emergency communications, and one in physical security.  You will hear more about what we do in the Cybersecurity Division a bit later.  
The Emergency Communications Division supports and promotes communications used by emergency responders and government officials to keep America safe, secure, and resilient and leads the Nation’s operable and interoperable public safety and national security and emergency preparedness (NS/EP) communications efforts.
As we do in the Cybersecurity Division, the Infrastructure Security Division conducts and facilitates vulnerability and consequence assessments to help critical infrastructure owners and operators and State, local, tribal, and territorial partners understand and address physical risks to critical infrastructure. It also provides information on emerging threats and hazards as well as tools and training to partners in government and industry manage risks to their assets, systems, and networks.
The National Risk Management Center, created in July 2018, is a planning and analysis center working to identify and address the most significant risks to our nation’s critical infrastructure and works in close coordination with the private sector and other key stakeholders in the critical infrastructure community to: identify, analyze, prioritize, and manage the most strategic risks to our national critical functions. The Center’s work includes:
Identifying and validating a list of National Critical Functions to enable understanding of infrastructure interdependencies, risks, and impacts; 
Developing consensus recommendations to identify and manage risk to the global Information and Communications Technology (ICT) Supply Chain, through an ICT Supply Chain Risk Management Task Force, a public-private partnership to examine and develop consensus recommendations to identify and manage risk to the global ICT supply chain. 
Undertaking a Pipeline Cybersecurity Initiative: using the Agency expertise of the Transportation TSA, and technical cybersecurity
capabilities of the NCCIC, this initiative will work with pipeline asset owners and operators to include an in-depth
review and evaluation of the control system’s network design, configuration, and interdependencies.
• Election Security and Resilience: working with state and local election officials, law enforcement, and the
Intelligence Community, DHS has led a committed federal effort to increase information sharing with state and
local partners, provide technical assistance and vulnerability assessments, strengthen communication channels,
and build trust.
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Cybersecurity and Infrastructure Security Agency (CISA) 

Mission: 
• Lead the collaborative national effort to strengthen the security and resilience of America’s 

critical infrastructure

Vision: 
• A Nation with secure, resilient, and reliable critical infrastructure upon which the American way 

of life can thrive

CISA Mission and Vision 

Presenter Notes
Presentation Notes
We are one agency with one mission and one vision. This is the mission and vision for every division, branch, and office within CISA.  The purpose of every program, service, and tool CISA offers is to support this mission and vision. 
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CYBERSECURITY ADVISOR PROGRAM
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Serving Critical Infrastructure

Presenter Notes
Presentation Notes
CISA focuses on critical infrastructure – and CSAs work with critical infrastructure and owners and operators across the 16 sectors. Our assistance (as described later) is designed to support and enhance the security of infrastructure entities. And, as CSAs are in the field and SLTT governments often cut across infrastructure sectors and are an important constituency, CSAs directly assist SLTT governments as well as the private sector. 
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1. Facility Access
 Degrade or disrupt systems used to ID 

cargo and personnel

2. Terminal HQ – Data
 Access sensitive client & cargo info

3. Terminal HQ – Ransomware
 Manipulate or destroy data; disrupt ops

4. Operational Technology (OT) 
Systems
 Manipulate physical processes; cause 

physical damage and safety risks

5. Position, Navigation, and Timing 
(PNT)
 Disrupt vessel movements & cause 

collisions

6. Vessel Compromise
 Docked vessels via Wi-Fi; Networked 

Connections, and USB Devices
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MARITIME CYBER INCIDENTS 

 2020 - 900% Increase in Cyber attacks against Ships and Port Systems
 2021 – 33% Increase in Cyber attacks against Ships and Port Systems
 Maritime and Logistics sectors typically share the least amount of incident-related Information

 June 2011 – Port of Antwerp (Belgium) – Drug Cartel installs Malware using Key Logger; Evidence of Prior Reconnaissance

 Jun 2017 – Port of Rotterdam (Netherlands) – Collateral Damage from Large-scale Malware (modified NotPetya
Ransomware)

 2018 – Port of Long Beach (U.S.) – Terminal for China Ocean Shipping Company hit with Ransomware

 2018 – Port of Barcelona (Spain) – Internal IT Systems Contaminated

 2018 – Port of San Diego (U.S.) – Highly sophisticated Cyber Attack

 March 2020 – Port of Marseilles (France) – Ransomware; Incidentally affected due to third party connection.
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The Threat to Critical Infrastructure

Presenter Notes
Presentation Notes
Threat actors are increasingly targeting critical infrastructure with ransomware. 

Last year, a natural gas facility was attacked by ransomware, forcing it to shut operations for two days. 

Increasingly, threat actors have aggressively targeted Healthcare companies and research labs since the onset of the COVID-19 pandemic. 

Recently, researchers at Temple University began tracking ransomware attacks on critical infrastructure over the last seven years, what they found, while not totally surprising, should make everyone in this audience sit up a little straighter in their chair. Between 2019 and 2020, the researchers found a sharp increase – accounting for more than half of all reported incidents over the entire period – in attacks on critical infrastructure entities. 

Who Is Responsible for Attacks on Critical Infrastructure?
Attacks against critical infrastructure targets have become increasingly frequent with the prevalence of off-the-shelf ransomware tools like Netwalker sold on the darknet. It’s no surprise to see Maze top of the list of ransomware used in such attacks, as Maze has been on something of a rampage over the last 12 months or so, bringing with it the threat not only of encrypting data but also exfiltrating it to use as leverage against victims unwilling to pay.
It’s a tactic that’s been copied by REvil, Snatch, Netwalker, DoppelPaymer, Nemty and other ransomware operators. The general strategy is: don’t rely on your backups or technical solutions to get you out of trouble, because if you do we’ll just sell or publicize your IP and confidential data anyway.
Aside from Maze, which reportedly was used in at least 57 incidents against critical infrastructure, Wannacry’s “15 minutes of fame” led to it accounting for some 33 attacks on businesses in the 16 essential sectors, the same number as each of the more recent and still ubiquitous Ryuk and Revil/Sodinokibi ransomware strains.
Other ransomware strains reportedly involved in critical infrastructure attacks include DoppelPaymer (12), Netwalker (11), BitPaymer (8), CryptoLocker (7) and CryptoWall (5).
How Much Does A Critical Infrastructure Ransomware Attack Cost?
Unlike APTs and nation-state actors who may look for inroads into critical infrastructure for espionage or sabotage, cyber criminals using ransomware are typically interested in one thing: the financial pay off. To that end, the amount of ransom demanded in 13 recorded cases exceeded 5 million dollars, with another 13 recorded as between $1m and $5m. Some 31 ransomware incidents demanded $1m or less, while 66 sought $50,000 or less.
As noted above, the prevalence of ransomware has increased proportionally to its availability to technically low-level, likely “first-time” cyber criminals. This is evidenced by statistics showing that 54 ransomware attacks against critical infrastructure targets demanded $1,000 or less. Possibly, these actors had taken a “shotgun” or “scattergun” approach to infect random targets and were not fully aware of the nature of the organization they had compromised. Also, some RaaS tools set a fairly low ransom limit on first-time buyers and newbies “trying out” the software to entice these actors to pay for “premium services” after getting a taste of success.
�
How Can We Protect Critical Infrastructure Against Ransomware?
With the nature of modern ransomware attacks now being to exfiltrate data as well as encrypt files, the key to ransomware defense is prevention; in other words, preventing the attackers from getting in where possible, and detecting and blocking them as early as possible in the threat lifecycle where not.
This requires, first and foremost, visibility into your network. What devices are connected and what are they? Discovery and fingerprinting through both active and passive discovery are a prerequisite for defending against intruders. It’s also important to control access, harden configurations and mitigate vulnerabilities through frequent patching. Enforcing VPN connectivity, mandatory disk encryption, and port control will also reduce the attack surface for ransomware.
Email and phishing are still the main entry vector for ransomware, so a good and frequent training program with simulations is important. On top of that, ensure that even if users are compromised, they only have access to services and resources necessary for their work.
These are all good measures that should stop opportunistic attacks, but determined threat actors targeting critical infrastructure will find ways around these. That’s why a proven EDR solution that stops attacks early is essential.
Conclusion
The increase in ransomware attacks on critical infrastructure is a major concern. Once the target solely of nation-state actors that would rarely execute “noisy” attacks which could reveal their presence, businesses and organizations within the 16 sectors of critical infrastructure are now seen as prime targets for ransomware operators. Disrupting and potentially damaging vital equipment, networks, assets and services means cyber criminals have a better chance of getting a payout. With data leakage and regulatory fines also a factor, it’s vital that these attacks are stopped in their tracks. �
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Beyond the Headlines: What is Ransomware?

Ransomware is a form of malware 
designed to encrypt files on a device, 
rendering any files and the systems
that rely on them unusable. 

Malicious actors then demand ransom
in exchange for decryption.

Ransomware 101

BLANK

Presenter Notes
Presentation Notes
Ransomware is a type of malicious software that gains access to files or systems and blocks user access to those files or systems. Then, all files, or even entire devices, are held hostage using encryption until the victim pays a ransom in exchange for a decryption key. The key allows the user to access the files or systems encrypted by the program. 
Understanding how ransomware infects and spreads is the key to avoiding falling victim to an attack.
Post-infection, ransomware can spread to other machines or encrypt network filers in the organization’s network.
In some cases, it can spread across organizational boundaries to infect supply chains, customers and other organizations. 
Ransomware has rapidly emerged as the most visible cybersecurity risk playing out across our nation’s networks, locking up private sector organizations and government agencies alike. And that’s only what we’re seeing – many more infections are going unreported, ransoms are being paid, and the vicious ransomware cycle continues on. We strongly urge you to consider ransomware infections as destructive attacks, not an event where you can simply pay off the bad guys and regain control of your network (do you really trust a cybercriminal?). 

�




Jason Burt
September 8, 2022

 Ransomware incidents can severely impact business processes and leave 
organizations without the data they need to operate and deliver mission-critical 
services. 

 Malicious actors have adjusted their ransomware tactics over time to include 
pressuring victims for payment by threatening to release stolen data if they refuse to 
pay and publicly naming and shaming victims as secondary forms of extortion. 

 The monetary value of ransom demands has also increased, with demands for 
millions of dollars becoming commonplace. 

 Ransomware incidents have become more destructive and impactful in nature and 
scope. 

Infects…Encrypts…Extorts

BLANK

Presenter Notes
Presentation Notes
Malicious actors engage in lateral movement to target critical data and propagate ransomware across entire networks. 

These actors also increasingly use tactics, such as deleting system backups, that make restoration and recovery more difficult or infeasible for impacted organizations. 

The economic and reputational impacts of ransomware incidents, throughout the initial disruption and, at times, extended recovery, have also proven challenging for organizations large and small.

Understanding how ransomware infects a device and spreads across a network is crucial to ensuring that your organization does not become the next victim of an attack. As recent trends have shown, the danger of losing access to your data, devices and services is compounded by threat actors that are now exfiltrating data and threatening to leak it on public sites if victims don’t pay up. 
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Methods of Infection

The following can all be 
vectors of infection for 
ransomware attacks:

• Phishing
• Compromised Websites 
• Malvertising
• Exploit Kits
• Downloads
• Messaging Applications
• Brute Force via RDP

BLANK

Presenter Notes
Presentation Notes

Phishing: Still the most common method for attackers to initially infect an endpoint with ransomware is through phishing emails. Increasingly targeted, personalized and specific information is used to craft emails to gain trust and trick potential victims into opening attachments or clicking on links to download malicious files. Malicious files can look indistinguishable to normal files, and attackers may take advantage of a default Windows configuration that hides the file’s true extension. For example, an attachment may appear to be called ‘filename.pdf’, but revealing the full extension shows it to be an executable, ‘filename.pdf.exe’. Files can take the form of standard formats like MS Office attachments, PDF files or JavaScript. Clicking on these files or enabling macros allows the file to execute, starting the process of encrypting data on the victim’s machine
CISA offers a no-cost Phishing Campaign Assessment and other no-cost assessments: https:// www.cisa.gov/cyber-resource-hub.
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Why Target CI?

Follow the Money
“Cybercriminals are becoming more savvy. They know who has money. The folks 
who operate inside those critical infrastructure sectors are no longer immune.” 

– Brandon Wales, CISA Acting Director

According to recent Palo Alto Networks study:
The average ransom paid for organizations increased from $115,123 
in 2019 to $312,493 in 2020  a 171% year-over-year increase.

The highest ransom paid by an organization quadrupled from 2020 to 20201, from $10 million to $40 million, 
when CNA Insurance was the victim of a ransomware attack in March 2021.

From 2015 to 2019, the highest ransomware demand was $15 million. In 2020, the highest ransomware 
demand was $30 million.

In 2021, REvil demanded more than $70 million in its ransomware attack on Kaseya, its customers, and 
downstream customers in July 2021.

BLANK

Presenter Notes
Presentation Notes
Attacks against critical infrastructure targets have become increasingly frequent with the prevalence of off the shelf ransomware tools like netwalker, which can be found on the Dark Web. 
The increase in ransomware attacks on critical infrastructure is a major concern. 
Once the target solely of nation-state actors that would rarely execute “noisy” attacks which could reveal their presence, businesses and organizations within the 16 sectors of critical infrastructure are now seen as prime targets for ransomware operators. 
Disrupting and potentially damaging vital equipment, networks, assets and services means cyber criminals have a better chance of getting a payout. With data leakage and regulatory fines also a factor, it’s vital that these attacks are stopped in their tracks. 
The Kaseya ransomware attack, which paralyzed hundreds of businesses over the Fourth of July weekend, marks a major strategic advancement for the criminal hacking gangs that have wreaked havoc on U.S. businesses. 
Most ransomware gangs exploit basic security flubs to lock up victims' computers and demand payments, such as shared and reused passwords. REvil, the Russia-based group responsible for this attack, however, exploited a computer bug that had never been used and was unknown to top cybersecurity experts. 
That’s a highly sophisticated sort of attack, known as a “zero day,” that’s more commonly used by nation-states looking to steal each other’s secrets than by financially motivated criminals. And it paid dividends — it's the largest ransomware attack to date, locking up computers at up to 1,500 companies that work with the software management company Kaseya and its clients, and enabling a $70 million ransom demand.  
�
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Cyber Threats of Today

Ransomware
• WannaCry
• REvil/Sodinokibi (targeting MSPs)
• Ryuk (targeting medical, education, SLTT)
• Conti, Robinhood, Maze, Fobos, CovidLock, CryptoLocker, 

Pysa, VoidCrypt…

Malware
• Remote Access Trojans or RATs: Trickbot, Emotet, LokiBot, 

IcedID, BazarLoader
• Wiperware NotPetya
• ICS/OT specific: Triton/hatman malware targets Safety 

Instrumented Systems (SIS)

Advanced Persistant Threats (APTs)
• Energetic Bear/Berserk Bear (targets U.S. state, local, 

territorial, and tribal (SLTT) government networks, as well as 
aviation networks)

Threats to External Dependencies
• 3rd party vendors, service providers, infrastructure providers
• Supply chain Compromise

Presenter Notes
Presentation Notes
Let's look at some of the ransomware attacks that have targeted the energy sector in the past few years. 

The most recent ransomware attack, which is considered a national security issue, has been the ransomware attack on the Colonial Pipeline by a new criminal gang utilizing ransomware-as-a-service DarkSide, as recently confirmed by the FBI. 

DarkSide, while a new group, is known to develop and market hacking tools to other groups, and to encrypt and steal data, using a double extortion model threatening public publishing of their victims’ data. 
Interestingly enough, this criminal group sees itself as being ‘ethical,” in that claims to donate portions of its profits to nonprofits as if it were a Cyber Robin Hood.
According to many media reports, Colonial Pipeline will be back online shortly in a step-by-step fashion as it contains and quarantines the networks under attack, as it complies with relevant Federal regulations and Department of Energy guidelines.

WannaCry is a ransomware cryptoworm, which targeted computers running the Microsoft Windows operating system by encrypting data and demanding ransom payments in the Bitcoin cryptocurrency. The worm is also known as WannaCrypt, Wana Decrypt0r 2.0, WanaCrypt0r 2.0, and Wanna Decryptor. 
The WannaCry ransomware attack of 2017 impacted more than 10,000 organizations in 150 countries, including manufacturing and industrial organizations like Nissan, Renault and Dacia, Spanish Telefónica and Deutsche Bahn. It's likely that a fair number of industrial organizations have been impacted but haven't reported the incidents since they are not required to do so by regulatory requirements. 
The initial infection was likely through an exposed vulnerable SMB port
Today, most OT networks are susceptible to threats like WannaCry because these networks are increasingly exposed to the internet and external world. Trends like IIoT, Industrie 4.0 and connected industry are driving this connectivity.

A new variant of WannaCry forced Taiwan Semiconductor Manufacturing Company (TSMC) to temporarily shut down several of its chip-fabrication factories in August 2018. The virus spread to 10,000 machines in TSMC's most advanced facilities.

REvil (also known as Sodinokibi) is a private ransomware-as-a-service (RaaS) operation. Cybersecurity experts believe REvil is an offshoot from a previous notorious, but now-defunct hacker gang, GandCrab.

In June 2020, Brazilian power utility Light was victim of a ransomware attack with REvil. Hackers demanded a ransom in Monero cryptocurrency amounting to about U.S. $7M, which was later doubled to around $14M. There is no public information on whether the ransom was paid or not by Light. 

Ryuk is a type of ransomware known for targeting large, public-entity Microsoft Windows cybersystems. It typically encrypts data on an infected system, rendering the data inaccessible until a ransom is paid in untraceable bitcoin.

Researchers at Deloitte Argentina, Gabriela Nicolao and Luciano Martins, attributed Ryuk ransomware to CryptoTech, a little-known cybercriminal group that was observed touting Hermes 2.1 in an underground forum back in August 2017. Hermes 2.1, according to the researchers, is another name for Ryuk ransomware. 
Ryuk’s targets tend to be high-profile organizations where the attackers know they are likely to get paid their steep ransom demands. Victims include EMCOR, UHS hospitals, and several newspapers.

Ryuk is one of the first ransomware families to include the ability to identify and encrypt network drives and resources, as well as delete shadow copies on the endpoint. This means the attackers can then disable Windows System Restore for users, making it impossible to recover from an attack without external backups or rollback technology.

In targeting these organizations, Ryuk was estimated to have generated a revenue of $61 million for its operators between February 2018 and October 2019

Maze ransomware was developed as a variant of ChaCha ransomware and was initially discovered by Malwarebytes Director of Threat Intelligence Jérôme Segura in May of 2019. Since December of 2019, the gang has been very active making many high profile victims in almost every vertical: finance, technology, telecommunications, healthcare, government, construction, hospitality, media and communications, utilities and energy, pharma and life sciences, education, insurance, wholesale, and legal. 
The main forms of distribution for Maze are: malspam campaigns utilizing weaponized attachments, mostly Word and Excel files and RDP brute force attacks
Initially Maze was distributed through websites using an exploit kit such as the Fallout EK and Spelevo EK, which has been seen using Flash Player vulnerabilities. Maze ransomware has also utilized exploits against Pulse VPN, as well as the Windows VBScript Engine Remote Code Execution Vulnerability to get into a network.
The next step for the Maze operators is to obtain elevated privileges, conduct lateral movement, and begin to deploy file encryption across all drives. However, before encrypting the data, these operators are known to exfiltrate the files they come across. These files will then be put to use as a means to gain extra leverage, threatening with public exposure using extortion methods.

Egregor ransomware is a relatively new ransomware (first detected in September 2020), primary distributed via Cobalt Strike. The attack typically involves two steps: initial compromise with email lure that drops Qakbot, followed by the actual Egregor ransomware. The latter is deployed manually by the attackers who have previously gained access as a result of the initial compromise.

On October 29, 2020 a large water and wastewater utility in the U.S. was victimized by a ransomware attack. The risk of additional water and wastewater sector facilities being attacked by this threat is high.

Phobos ransomware is named after the Greek god of fear. Phobos is another one of those ransomware families that primarily targets organizations by employing tried-and-tested tactics to infiltrate systems. While this ransomware may have been coined with different aliases, many consider it an off-shoot or variant—if not a rip-off—of the Dharma ransomware family, which is also called CrySis. This is attributed to Phobos’ operational and technical likeness to recent Dharma strains.
Phobos ransomware, like Sodinokibi, is sold in the underground in ransomware-as-a-service (RaaS) packages. This means that criminals with little to no technical know-how can create their own ransomware strain with the help of a kit and organize a campaign against their desired targets. 
Compared to their peers, Phobos operators are “less organized and professional,” which has eventually led to extended ransom negotiations and more complications retrieving files and systems for Phobos ransomware victims during the decryption process. 

Covidlock is a type of ransomware that poses as a mobile phone app that lures victims in by offering COVID information through downloading the app. The spread of COVID-19 has led to an increase in phishing emails and other malware designed to entrap people looking for information about the virus.
This new type of ransomware known as CovidLock encrypts key data on an Android device and denies access to the victims unless they pay up. 
Though the app claims to offer heat map visuals and other statistical data about COVID-19, in actuality it's a purveyor of ransomware. During installation, the app tries to convince the user to grant it administrative access by promising certain types of information. That access then gives it the opportunity to lock up all contacts, pictures, videos, and social media accounts unless the user agrees to pay the ransom in Bitcoin. 
If the ransom is not paid, the attacker threatens to release all private information publicly and erase the phone's memory. The scheme denies the user access to personal data by forcing a change in the password or PIN used to unlock the phone

Cryptolocker is a strain of ransomware so potent and dangerous that it took a dedicated global government task force to bring it down — but not before the cybercriminals behind it raked in millions of dollars from their victims. CryptoLocker ransomware encrypts files on Windows computers, then demands a ransom payment in exchange for the decryption key. 
It first emerged in September 2013 in a sustained attack that lasted until May of the following year. CryptoLocker fooled targets into downloading malicious attachments sent via emails. Once opened, these Trojan horse attachments would eIn mid-2014, an international task force known as Operation Tovar finally succeeded in taking down Gameover ZeuS. 

As a result, CryptoLocker’s decryption keys were made available online for free. Though it’s difficult to pin down an exact amount, the masterminds behind CryptoLocker had successfully extracted millions of dollars in bitcoin from victims by then. Its considerable success has inspired numerous other cybercriminals to develop “clones” and derivative ransomware strains — some of which haven’t yet been cracked — that are either based on the original CryptoLocker model or simply borrow elements of its namexecute the malware hidden inside.
To help it infect additional victims, the cybercriminals behind it made use of the now-notorious Gameover ZeuS botnet. This was a network of malware-infected computers that could be controlled remotely by the botnet’s operator, without the knowledge or consent of their owners.

Pysa ransomware attacks have targeted a range of sectors including law enforcement, government, healthcare, and finance. According to cybersecurity analysts, Pysa is a variant of the Mespinoza ransomware family and has been active since at least October 2019. This new version uses the .pysa file extension, giving the ransomware its name.

There are various ways in which Pysa is being distributed. One of them is by brute-force attacks on exposed Active Directory services or similar management interfaces, but it’s also delivered in spam or through phishing email campaigns.
Once it’s delivered, the ransomware will try to exfiltrate sensitive information (usernames, passwords, databases, internal business files) before proceeding to encrypt all accessible non-system files via AES implementations. The Pysa ransomware will ensure a large variety of popular file types (.mp3, .mp4. .png, .jpg, .docx, .pptx, .xlsx, .rar) are encrypted.

The stolen data will eventually be used to extort affected parties into meeting the attackers’ ransom demands. Thus, victims cannot regain access to their files unless they decrypt them with a specific decryption tool or key. Organizations or individuals who do not give in to the hackers’ demands will have their information leaked on a website controlled by Pysa operators.

Initially, this version was being used to target large organizations in an attempt to maximize the attackers’ skills, but alerts issued by the FBI, NHS, and CERTFR, warn that, similar to Ryuk and Maze, Pysa ransomware is targeting local government agencies, educational institutions, private companies, and the healthcare sector.

VoidCrypt ransomware is a family of file-locking Trojans that can block digital media on Windows systems. In addition to this encryption-based attack, it may create HTA ransom notes that sell the attacker's decryption service, change extensions, terminate some programs, and make unsafe settings changes. Users should guard their media with appropriately-secure backups and let their anti-malware utilities delete the VoidCrypt Ransomware and its variants as appropriate. 

The VoidCrypt Ransomware's family is a small but currently-in-use one that produces variants for Windows systems, with threat actors labeling them with arbitrary, semi-meaningful names. Default features in the VoidCrypt Ransomware resemble those of the average RaaS or similar Trojan family: it adds extensions with ransoming credentials onto files' names after blocking them with encryption and communicates afterward by ransom notes.

Recent versions of the VoidCrypt ransomware's family use a semi-standard template that differs by the e-mail addresses for negotiating over the file-restoring service. Most details are unexceptional and include a 'free demonstration' for valueless files, a one-day deadline, and, usually, references to Bitcoin as the preferred currency for ransoms.

The VoidCrypt ransomware family Trojans may disable boot-up error messages, turn off programs related to media management, or delete local Windows backups. While familiar to file-locking Trojans, all of these attacks further solidify the VoidCrypt Ransomware's hold on any files as digital prisoners.

MALWARE:

Remote Access Trojans (RATs) – Remote Access Trojans are programs that provide the capability to allow covert surveillance or the ability to gain unauthorized access to a victim PC. Remote Access Trojans often mimic similar behaviors of keylogger applications by allowing the automated collection of keystrokes, usernames, passwords, screenshots, browser history, emails, chat lots, etc. Remote Access Trojans differ from keyloggers in that they provide the capability for an attacker to gain unauthorized remote access to the victim machine via specially configured communication protocols which are set up upon initial infection of the victim computer.  This backdoor into the victim machine can allow an attacker unfettered access, including the ability to monitor user behavior, change computer settings, browse and copy files, utilize the bandwidth (Internet connection) for possible criminal activity, access connected systems, and more.

Trickbot (or “TrickLoader”) is a recognized banking Trojan that targets both businesses and consumers for their data, such as banking information, account credentials, personally identifiable information (PII), and even bitcoins. 
As a highly modular malware, Trickbot can adapt to any environment or network it finds itself in. The many tricks this Trojan has done since its discovery in 2016 are attributed to the creativity and agility of its developers. 
On top of stealing, TrickBot has been given capabilities to move laterally and gain a foothold within an affected network using exploits, propagate copies of itself via Server Message Block (SMB) shares, drop other malware like Ryuk ransomware, and scout for documents and media files on infected host machines.

Emotet is a Trojan that is primarily spread through spam emails (malspam). The infection may arrive either via malicious script, macro-enabled document files, or malicious link. Emotet emails may contain familiar branding designed to look like a legitimate email. Emotet may try to persuade users to click the malicious files by using tempting language about “Your Invoice,” “Payment Details,” or possibly an upcoming shipment from well-known parcel companies.
Emotet has gone through a few iterations. Latest versions evolved to use macro-enabled documents to retrieve the virus payload from command and control (C&C) servers run by the attackers. 

Emotet uses a number of tricks to try and prevent detection and analysis. Notably, Emotet knows if it’s running inside a virtual machine (VM) and will lay dormant if it detects a sandbox environment, which is a tool cybersecurity researchers use to observe malware within a safe, controlled space.
Emotet also uses C&C servers to receive updates. This works in the same way as the operating system updates on your PC and can happen seamlessly and without any outward signs. This allows the attackers to install updated versions of the software, install additional malware such as other banking Trojans, or to act as a dumping ground for stolen information such as financial credentials, usernames and passwords, and email addresses.

Lokibot, also known as, Loki PWS, and Loki-bot, this Trojan malware targets Windows and Android OS. It is designed to infiltrate systems and steal sensitive information like your usernames and passwords, cryptocurrency wallet, and other credentials. First reported in 2015, it has become one of the most prevalent information stealers along with the sinister Emotet malware. 

Because of its simple interface and codebase, it is used by a broad range of cybercriminals including medium-skilled operators who are new to cybercrime.
Some of Lokibot’s nefarious descendants include MysteryBot, Parasite, Xerxes, and the newest version called BlackRock. It is a descendant of Lokibot and has been wreaking havoc during the 2020 lockdowns, attacking not just banking apps but many other Android applications. 

IcedID, also known as BokBot, is a modular banking Trojan that targets user financial information and is capable of acting as a dropper for other malware. It uses a man-in-the-browser attack to steal financial information, including login credentials for online banking sessions. 

Once it successfully completes its initial attack, it uses the stolen information to take over banking accounts and automate fraudulent transactions. 
IcedID is primarily dropped as a secondary payload from other malware, most notably Emotet, in addition to its own malspam campaigns. IcedID uses multiple injection methods to evade antivirus and other malware detection methods, such as injecting itself into operating system (OS) memory and regular processes. The malware authors are known to update IcedID to increase persistence and evade new detection efforts.

Wiperware is designed with one goal in mind: total destruction. The world got its first major viewing of wiperware in the form of a virus called Petya. While, initially, it was reported that the Petya virus was ransomware, it turned out the ransomware claim was just to garner media attention and there was a much bleaker intent than holding data hostage. 

The objective was to permanently wipe as many hard drives as possible on infected networks. 
The attack infected thousands of systems across the world, including massive multi-national corporations like Maersk, Rosneft and Merckhe malware asks users to install a software update and then it immediately takes control of the device. Once it has gained admin access, it completely overwrites all files on the device and in some cases the entire network.

While the motivations behind Petya remain unknown, what is abundantly clear is that wiperware is a threat that needs to be taken very seriously.
NotPetya takes its name from the ransomware Petya, deployed a year prior, which encrypted files and demanded digital currency payment in exchange for decryption. The name, onscreen ransom note, and a similar cryptoviral profile to Petya make NotPetya similar — but the resemblance ends there. 
NotPetya’s messages seeking ransom were disingenuous, as there was no authentic decryption-for-payment opportunity. Following a sudden reboot of one’s machine, NotPetya irreversibly encrypted master boot records even for those willing to pay, there was no decryption key. 
Weeks after the attack there continued to be misdirections from perhaps uninvolved hackers seeking bitcoin in exchange for decrypting files. Consider this: the identifier (a unique number presented on victims’ screens) that victims were told to include in their bitcoin transaction, so perpetrators could remotely decrypt their machine, was found to be…randomly generated. 

NotPetya was not ransomware. 
NotPeyta’s footprint grew so far and so quickly that it likely shocked its creators. 
A former Homeland Security cybersecurity expert, Tom Bossert, stated the damage totaled $10 billion.
This is a mere 0.01% of the cost of the March 2018 ransomware attack on the city of Atlanta. 
Arriving at the $10 billion total of (acknowledged) NotPetya losses is easy considering large, multinational enterprises suffered staggering losses: $870 million lost to pharmaceutical giant Merck, $188 million to maker of Cadbury chocolate Mondel ($188 million), and $400 million to FedEx’s European subsidiary TNT Express. Put in perspective, the WannaCry ransomware attack a month prior to NotPetya is estimated to have cost $4 billion to $8 billion. 
ICS/OT

Operational Technology (OT) refers to computing systems that are used to manage industrial operations as opposed to administrative operations. Operational systems include production line management, mining operations control, oil & gas monitoring etc.

Industrial control systems (ICS) is a major segment within the operational technology sector. It comprises systems that are used to monitor and control industrial processes. This could be mine site conveyor belts, oil refinery cracking towers, power consumption on electricity grids or alarms from building information systems. ICSs are typically mission-critical applications with a high-availability requirement.

Most ICSs fall into either a continuous process control system, typically managed via programmable logic controllers (PLCs), or discrete process control systems (DPC), that might use a PLC or some other batch process control device.

Industrial control systems (ICS) are often managed via a Supervisory Control and Data Acquisition (SCADA) systems that provides a graphical user interface for operators to easily observe the status of a system, receive any alarms indicating out-of-band operation, or to enter system adjustments to manage the process under control.
Supervisory Control and Data Acquisition (SCADA) systems display the process under control and provide access to control functions. 

Triton/Hatman – targets Safety Instrumented Systems (SIS): 
In August 2017, a sophisticated malware targeted petrochemical facilities in the Middle East. The malware—dubbed Triton, Trisis, or HatMan—attacked safety instrumented systems (SIS), a critical component that has been designed to protect human life. The system targeted in that case was the Schneider Triconex SIS. The initial vector of infection is still unknown, but it was likely a phishing attack.
After gaining remote access, the Triton attackers moved to disrupt, take down, or destroy the industrial process. The goal of the attackers is still unclear because the attack was discovered after an accidental shutdown of the plant led to further investigation. 
Investigations conducted by several security companies have revealed a complex malware framework embedding PowerPC shellcode (the Triconex architecture) and an implementation of the proprietary communication protocol TriStation. 
The malware allowed the attackers to easily communicate with safety controllers and remotely manipulate system memory to inject shellcodes; they completely controlled the target. However, because the attack did not succeed it is possible that a payload, the final stage of the attack, was missing. 
All investigations pointed in this direction. If the final payload had been delivered, the consequences could have been disastrous.

Advanced Persistent Threats (APTs) are cyber attacks employing a range of sophisticated techniques designed to steal the company's valuable information. As the name "advanced" suggests, an advanced persistent attack (APT) uses continuous, clandestine, and sophisticated hacking techniques to gain access to a system and remain inside for a prolonged period of time, with potentially destructive consequences.
Because of the level of effort needed to carry out such an attack, APTs are usually leveled at high value targets, such as nation states and large corporations, with the ultimate goal of stealing information over a long period of time, rather than simply "dipping in" and leaving quickly, as many black hat hackers do during lower level cyber assaults. 
The major danger of APT attacks is that even when they are discovered and the immediate threat appears to be gone, the hackers may have left multiple backdoors open that allow them to return when they choose. Additionally, many traditional cyber defenses, such as antivirus and firewalls, can't always protect against these types of attacks.

Threats to External Dependencies:
Supply chain attacks are a cyber-attack that seeks to damage an organization by targeting less-secure elements in the supply chain. A supply chain attack can occur in any industry, from the financial sector, oil industry or government sector. Cybercriminals typically tamper with the manufacturing process of a product by installing a rootkit or hardware-based spying components. Stuxnet computer worm is an example of supply chain attacks.
Third party vulnerabilities: Organizations rely on an ever-increasing and expansive ecosystem of third parties to broaden and optimize their capabilities. By leveraging the extended digital capabilities of these external partners, organizations are better able to grow and compete in their respective markets. Whether these third parties are suppliers, contractors, vendors, business partners or joint ventures; third parties' "third parties" (i.e., Nth parties); or external technologies (e.g., Internet of Things (IoT), open APIs, artificial intelligence (AI), or others), organizations are looking to this network to enhance their business.
The resulting relationships brings a host of benefits but also complicates, adds to, or exacerbates existing risks to the organization. For example, one of – if not THE – most critical risk companies everywhere face is cyber risk, or the potential to be breached and lose customer data, intellectual capital, or more. 
Because many third parties are technology partners, have complex IT solutions, or a lack of security controls, cyber risk can be introduced by them into your environment. In fact, a 2018 Ponemon Institute study, "Data Risk in the Third-Party Ecosystem" showed that 56% of the organizations surveyed had experienced a data breach caused by one of their vendors.

Energetic Bear: AA20-296A Russian State-Sponsored Advanced Persistent Threat Actor Compromises U.S. Government Targets
�In October 2020, CISA released a joint cybersecurity advisory with the FBI that provides information on Russian state-sponsored advanced persistent threat (APT) actor activity targeting various U.S. state, local, territorial, and tribal (SLTT) government networks, as well as aviation networks. This advisory updates joint CISA-FBI cybersecurity advisory. Since at least September 2020, a Russian state-sponsored APT actor—known variously as Berserk Bear, Energetic Bear, TeamSpy, Dragonfly, Havex, Crouching Yeti, and Koala in open-source reporting—has conducted a campaign against a wide variety of U.S. targets. The Russian state-sponsored APT actor has targeted dozens of SLTT government and aviation networks, attempted intrusions at several SLTT organizations, successfully compromised network infrastructure, and as of October 1, 2020, exfiltrated data from at least two victim servers.
�Last week, Biden administration launched a 100-day plan to strengthen the cybersecurity of the nation’s power grid. This is a joint effort between CISA and the Department of Energy’s Office of Cybersecurity, Energy Security, and Emergency Response (CESER). The administration wants to increase the cybersecurity of electric utilities’ ICS and secure the sector’s supply chain. 
�
�
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 Target (2014) – HVAC security 

 Equifax – 3rd Party Software flaw

 Verizon – Flawed Analytic software 

 SolarWinds & Kaseya Customers – Malware laced updates

 Polls indicate that over 50 percent of organizations have had a breach that was caused by 
one of their vendors

 Supply Chain Attacks Spiked 78%

Supply Chain Compromises

18
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HOW ARE YOU TARGETED?
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How to Protect Against Spam and Phishing

23

• Be suspicious of emails from unknown senders.

• Do not provide personal or corporate sensitive 
information requested via email.

• Do not use the contact information provided by the 
email or phone request. Contact the organization 
directly to verify.

• Do not send personal sensitive information on the 
internet without checking the security of the websites 
first.
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How to Protect Against Ransomware

24

• Keep all hardware, software and operating systems 
up to date.

• Always backup your data regularly and test/run 
drills to restore data from backups regularly.

• Educate your family and co-workers on safe 
internet browsing practices. 

• For organizations specifically: 
• Practice good cyber hygiene, backup and 

update apps, and use multifactor authentication.
• Implement “the concept of least privilege.”
• Educate employees on cyber awareness best 

practices.
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How to Respond If You’ve Been Affected

25

• Report it immediately
• If you’re a part of an organization, be sure to report the issue to the proper 

Points of Contact.

• Prevent the spread of the infection by isolating the infected computers and 
systems. 

• Try to identify the type of ransomware to help understand what you are working 
with.

• Work with cybersecurity professionals who are trained in resolving these issues. 

• Recover your data from your backups after you test the backups to ensure the 
data on the backups is safe to restore.
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How to Stay Safe Online

26

• Use strong passwords and multi-factor authentication, if available.

• Keep the software on your devices up to date. 
• Enable automatic updates

• Check privacy policies and security setting to see how your information is 
stored and shared. 

• Shop online with trusted and reputable companies. 

• Don’t download attachments or click links that you are unsure of.
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How to Stay Safe Online

27

• Avoid connecting to public Wi-Fi 
• Public Wi-Fi is typically not secure. 
• If connected, do not conduct activities involving sensitive 

information. 

• Credit cards > Debit cards
• Credit cards provide more protections when it comes to fraudulent 

activity. 

• Be wary of emails requesting personal information 
• Organizations typically do not request this information via email.
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Keeping Your Kids Safe Online

28

Take an active role in protecting your children
1. Be involved, be present when your kids use connected 

devices.
2. Supervision is very important for children of all ages.  
3. Set rules and create parental controls with strong 

passwords that enforce the rules when not able to 
supervise kids closely.

4. Monitor computer and smart phone activity.
5. Children should have separate accounts on shared 

computers and mobile devices when possible. 
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How to Report Victims of Online Crime

29

If you or a child is a victim of online crime 

1. Notify your local authorities and file a complaint with the Internet 

Crime Complaint Center at www.ic3.gov.  

2. If you think a site has collected or marketed information from or to 

your kids in a way that violates the law, report it to the FTC at 

www.ftc.gov/complaint.  

3. If someone has had inappropriate contact with your child, or a child 

you know, report it to www.cybertipline.com and the police. 

http://www.ic3.gov/
http://www.ftc.gov/complaint
http://www.cybertipline.com/
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CISA CYBER SERVICES
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• Periodic assessments are essential for resilience

• Can’t protect if you don’t know what needs protection

• Can’t fix what needs if you don’t know what’s wrong

Criticality of Periodic Assessments

Presenter Notes
Presentation Notes
Periodic cybersecurity assessments are essential to your serving your customers and constituents. I earlier spoke about operational resilience and the need to create the conditions for resiliency to develop to keep your infrastructure performing as you need it to – assessments are a big part of building resiliency.  In a nutshell, assessments . Today, almost all organizations that hold sensitive data are legally bound to have period cyber security assessments.
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Protected Critical Infrastructure Information (PCII) Program Guards Your Information 

• Sensitive critical infrastructure information voluntarily given to CISA is protected by law 
from
• Public release under Freedom 

of Information Act requests, 
• Public release under State, local, 

tribal, or territorial disclosure laws, 
• Use in civil litigation and 
• Use in regulatory purposes.

Protected Critical Infrastructure Information Program

Presenter Notes
Presentation Notes
As I discuss the different assessments we offer you, please know the information you share is protected from public release. Per the Critical Infrastructure Information Act of 2002, part of the Homeland Security Act of 2002 which created DHS, Congress prohibited from public release certain information given to DHS used for homeland security purposes. Competitors, media, and regulators can’t get this information from DHS.  Congress passed the CII Act to encourage organizations to share critical infrastructure information with us.  There is a very easy process to follow to get this protection.  Basically, the process is a simple request asking for the protection, and that is part of every assessment process. 
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• Cyber Resilience Review (Strategic)

• External Dependencies Management (Strategic)

• Cyber Infrastructure Survey (Strategic)

• Cybersecurity Evaluations Tool Strategic/Technical)

• Phishing Campaign Assessment (EVERYONE)

• Vulnerability Scanning / Hygiene (Technical)

• Validated Architecture Design Review (Technical)

• Risk and Vulnerability Assessment (Technical)

Range of Cybersecurity Services

TECHNICAL
(Network-Administrator Level)

STRATEGIC
(C-Suite Level)

Presenter Notes
Presentation Notes
We have a broad range of assessments.  Some are best undertaken with technical folks, others with executives. All assessments are no- cost and all are voluntary. 
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VULNERABILITY SCANNING / HYGIENE
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Cyber Hygiene Report Card

36

High Level Findings
 Latest Scans
 Addresses Owned
 Addresses Scanned
 Hosts
 Services
 Vulnerable Hosts
 Vulnerabilities

Vulnerabilities
 Severity by Prominence
 Vulnerability Response Time
 Potentially Risky Open Services
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CYBER RESILIENCE REVIEW
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Cyber Resilience Review Domains 

Asset Management 
Know your assets being protected & their requirements, e.g.,  CIA

Risk Management
Know and address your biggest risks that considers cost and your risk 
tolerances

Configuration and Change Management
Manage asset configurations and changes

Service Continuity Management
Ensure workable plans are in place to manage disruptions

Controls Management
Manage and monitor controls to ensure they are meeting your 
objectives

Situational Awareness
Discover and analyze information related to immediate operational stability 
and security

External Dependencies Management
Know your most important external entities and manage the risks 
posed to essential services 

Training and Awareness
Ensure your people are trained on and aware of cybersecurity risks and 
practices 

Incident Management
Be able to detect and respond to incidents

Vulnerability Management
Know your vulnerabilities and manage those that pose the most risk

For more information: http://www.us-cert.gov/ccubedvp
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CRR Sample Report

41

Each CRR report includes: Domain performance of 
existing cybersecurity 
capability and options for 
consideration for all responses

A summary “snapshot” 
graphic, related to the NIST 
Cyber Security Framework. 

Comparison data with 
other CRR participants 
*facilitated only

Presenter Notes
Presentation Notes
NIST Cybersecurity Framework: The Framework Core is a set of cybersecurity activities and desired outcomes determined to be 
essential across critical infrastructure sectors [2]  . The Core presents industry standards, 
guidelines, and practices in a manner that allows for communication of cybersecurity activities 
and outcomes across the organization from the executive level to the implementation/operations level. The Framework Core consists of five concurrent and continuous Functions
—Identify, 
Protect, 
Detect,
 Respond, 
Recover. 

When considered together, these Functions provide a high-level, strategic view of the organization’s management of cybersecurity risk. The Framework 
Core then identifies underlying key Categories and Subcategories for each Function, and matches them with example Informative References such as existing standards, guidelines, and practices for each Subcategory
 [ 2] 
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EXTERNAL DEPENDENCIES MANAGEMENT 
ASSESSMENT
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 Structure and scoring similar to Cyber Resilience Review 

 Uses one Maturity Indicator Level (MIL) scale with three lifecycle domains.   

EDM Assessment Organization and Structure 

Relationship Formation 

Assesses whether the acquirer evaluates and controls the risks of relying on external entities before entering into 
relationships with them.

Relationship Management and Governance 

Assesses whether the acquirer manages ongoing relationships to maintain the resilience of the critical service, and 
mitigate dependency risk.

Service Protection and Sustainment

Assesses whether the acquirer accounts for its dependence on external entities as part of its operational activities
around managing incidents, disruptions, and threats.
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EDM Assessment Report

Each EDM report includes: 
• Performance summary of 

existing capability managing 
external dependencies

• Comparison data with 
other EDM participants

• Sub-domain performance of 
existing capability managing 
external dependencies and 
options for consideration for 
all responses
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CYBER INFRASTRUCTURE SURVEY
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Cyber Infrastructure Survey (CIS)

• Purpose: Evaluate security controls, cyber preparedness, overall resilience. 

• Delivery: CSA-facilitated 

• Benefits: 

• Effective assessment of cybersecurity controls in place for a critical service,

• Easy-to-use interactive dashboard to support cybersecurity planning and resource 

allocation. 

Presenter Notes
Presentation Notes
Here is an abbreviated list of services and products CISA offers to critical infrastructure stakeholders, state, local, tribal, and territorial governments, military veterans, and the general public. 
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 Shows the low, median, and high performers
 Compares your organization to the aggregate

CIS Dashboard - Comparison
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Example of CIS Dashboard

Threat-based PMI:
 Natural Disaster
 Distributed Denial-of-Service
 Remote Access Compromise
 System Integrity Compromise

Scenario:
 Where should we to invest?
 Weakest area in comparison 

to peers
 Show management 

improvement

Comparison:
 Low Performers
 Median Performers
 High Performers

Cyber Infrastructure Survey for
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MARITIME CYBERSECURITY RESOURCES

 Port and Maritime Cyber Resilience
www.mpsisao.org

 CISA National Cyber Awareness System
https://us-cert.cisa.gov/ncas

 CISA Stop Ransomware Campaign
https://www.cisa.gov/stopransomware

 CISA Shields up Initiative
https://www.cisa.gov/shields-up

 CISA Known Exploited Vulnerabilities Catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

http://www.mpsisao.org/
https://us-cert.cisa.gov/ncas
https://www.cisa.gov/stopransomware
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Questions & Contact Info

Cybersecurity and Infrastructure Security Agency 

Contact Information

Jason Burt, CISSP
Region 4 Cybersecurity Advisor – Florida, Alabama, Mississippi 

Jason.Burt@cisa.dhs.gov
(202) 578-9954 (Cell)

Stephanie Watt, CISSM
Region 4 Cybersecurity State Coordinator - Alabama

Stephanie.Watt@cisa.dhs.gov
(202) 615-4615 (Cell)

Klint Walker, CISSP
Region 4 Cybersecurity Advisor - Georgia, Tennessee, Kentucky

Klint.Walker@hq.dhs.gov
(404) 895-1127 (Cell)
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