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Cybersecurity 
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National Risk 
Management 
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Infrastructure 
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Cybersecurity and Infrastructure Security Agency (CISA) 

Mission: 
• Lead the collaborative national effort to strengthen the security and resilience of America’s 

critical infrastructure

Vision: 
• A Nation with secure, resilient, and reliable critical infrastructure upon which the American way 

of life can thrive

CISA Mission and Vision 
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CYBERSECURITY ADVISOR PROGRAM
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CSA Regionally Deployed Personnel
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CSA Regionally Deployed Personnel

CSA’s Office

Region X

Region III

Region IV

Region VII

Region VIII

Deron McElroy
Los Angeles, CA

Western U.S. Supervisory CSA

Rich Richard
New York, NY

George Reeves  
San Antonio, TX

Ron Watters
Seattle, WA

Harley Rinerson
Denver, CO

Central U.S. Supervisory CSA

Tony Enriquez
Chicago, IL

Ron Ford
Boston, MA

Franco Cappa  
Philadelphia, PA

Jennine Gilbeau
San Francisco, CA

Rick Gardner
Salt Lake City, UT

Region IX

Region V
Region I

Region II

Region IV

Region VI

Geoffrey Jenista  
Kansas City, MO

J.D. Henry
St. Louis, MO

Ben Gilbert
Richmond, VA

Klint Walker
Atlanta, GA

Chad Adams
Dallas, TX

Mike Lettman
Phoenix, AZ

Giovanni Williams
Honolulu, HI

David Sonheim
Denver, CO

Kelley Goldblatt
Detroit, MI

Joe Oregon
Laguna Niguel, CA

Sean McCloskey
Charlotte, NC

Eastern U.S. Supervisory CSA

Jason Burt
Pensacola, FL

Theresa Masse
Portland, OR

Chris Gabbard
Minneapolis, MN
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Serving Critical Infrastructure
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CYBER THREATS

8



Jason Burt
August 10, 2021

9



Jason Burt
August 10, 2021

10



Jason Burt
August 10, 2021

11

MARITIME CYBER INCIDENTS 

29 Sept 2020 – Ransomware Attack – Four largest Maritime Shipping companies attacked since 2017
 2020 – French shipping co CMA CGM – Ransomware; Mediterranean Shipping Company – Malware; 
 2018 – COSCO – Ransomware; 2017 – APMMaersk – NotPetya Ransomware/wiper

30 Dec 2020 – Maritime Industry on high alert – Managing Director, Global Maritime Consultants Group (CMCG)
 “The maritime industry will remain a target of cyber-criminals in 2021 and the world’s shipping fleets will need 

to be on high alert for cyber-attacks as the industry recovers from the damage caused by the global 
pandemic.”

 “The recent cyber-attacks on companies such as Google demonstrate the sophistication and capabilities of 
many of the cyber-criminals who have set their sights on the maritime sector.”

2 Jun 2021 – Ransomware Attack – Massachusetts Steamship Authority
 Travel delays experienced due to attack on Steamship Authority’s website.
 Website offline for > 7 days; affecting routes to Martha’s Vineyard and Nantucket

Carnival Cruise Lines – Attacked 3 times; Norwegian Cruise Line hit by Ransomware – Dec 2020

Sources:
https://www.securityweek.com/ransomware-attack-hits-nantucket-marthas-vineyard-ferry-service

https://www.dailymail.co.uk/news/article-9646583/China-hacked-MTA-failed-control-NY-subway-Ransomware-cripples-Marthas-Vineyard-ferry.html

https://seanews.co.uk/security/cyber-security/cybersecurity-will-remain-a-maritime-threat-in-2021/

https://www.zdnet.com/article/all-four-of-the-worlds-largest-shipping-companies-have-now-been-hit-by-cyber-attacks/

https://www.dailymail.co.uk/news/article-9646583/China-hacked-MTA-failed-control-NY-subway-Ransomware-cripples-Marthas-Vineyard-ferry.html
https://seanews.co.uk/security/cyber-security/cybersecurity-will-remain-a-maritime-threat-in-2021/
https://www.zdnet.com/article/all-four-of-the-worlds-largest-shipping-companies-have-now-been-hit-by-cyber-attacks/
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HOW ARE YOU TARGETED?



Jason Burt
August 10, 2021

13



Jason Burt
August 10, 2021

14

PHISHING EXAMPLE #1

To: <Stakeholder List>

From: Apples Customer Relations <freeapplesforyou@apple.org> 

Subject: Free iPad – Just Complete a Survey!

Want the new iPad or iPad Mini? I got mine free from this site: https://apple.com/giveaway !!!!!

We would like to invite you to be part of a brand new pilot program to get our new product in the hands 
of users before official release. This assures that any issues or errors are mitigated before the release. 
If you are accept to participate in this programall we ask is that you submit a survey at the end of the 
Pilot. You be able to keep iPad at the end for free!

Apples Customer Relationships Office

Apples Campus, Cupertino, California 95114

https://not-apples-web-site.net/
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PHISHING EXAMPLE #2

To: <Stakeholder List>
From: OBRM <OBRM@organization.org>
Subject: Future Budget Plans

In the coming weeks, our state’s leadership will be working to draft a plan to prevent long term financial issues and ways to avoid 
human resource reductions. All departments within the State Government are being directed to draft a plan to help meet projected
budget shortages and find ways to reduce spending within the State Government.

We have been asked to work more efficiently with less. As a result, many budgets and programs are also facing significant reduction. 
The Office of Budget and Resource Management has developed a draft plan that will address any potential budget shortcomings.

To learn more about the budget and how your program maybe affected, please visit https://www.organization.org/budget

If you have any questions or concerns, we’d love to hear them. Please emails us here budget@organization.org

Office of Budget and Resource Management

https://not-organization-at-all.org/phish-me-now
https://another-phishing-site.org/gotcha
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OPERATIONAL RISK & CYBER RESILIENCY



Jason Burt
August 10, 2021

Resilience Defined

“… the ability to prepare for and adapt to changing conditions and 
withstand and recover rapidly from disruptions. Resilience includes the 
ability to withstand and recover from deliberate attacks, accidents, or 
naturally occurring threats or incidents…”

- Presidential Policy Directive 21
February 12, 2013

Protect (Security) Sustain (Continuity)

Perform (Capability) Repeat (Maturity)
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• The emergent property of infrastructure 
requires an entity to 
• Prevent disruptions from occurring and
• Respond quickly and recover from disruptions in its 

most critical business processes.

• Emergent property of operational resilience is 
essential to critical infrastructure. 

Emergent Property of Operational Resilience
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• Consider your health. 
• How do you become healthy?
• Can you buy good health? 
• Can you “manufacture” good health? 

• Good health and resilience are both emergent 
properties.

• They develop – or emerge – from what we do.

What Is An Emergent Property?
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• Identifying and mitigating risks,
• Planning for and managing vulnerabilities and incidents,
• Performing service-continuity processes and planning,
• Managing IT operations,
• Managing, training, & deploying people,
• Protecting and securing important assets, and
• Working with external partners.

Operational Resilience in Practice

Operational resilience emerges from what we do, such as: 
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Identify
Services

Create Asset 
Inventory

Protect & 
Sustain
Assets

Disruption 
Management

Cyber
Exercise

Identify and 
prioritize 
services

Identify assets and 
align assets to 
services and  
inventory assets

Establish risk 
management, 
resilience 
requirements, control 
objectives, and 
controls

Establish 
continuity 
requirements for 
assets and 
develop service 
continuity plans

Define objectives for 
cyber exercises, 
perform exercises, 
and evaluate results

Process Management and Improvement

Working toward Cyber Resilience

Follow a framework or general approach to cyber resilience.  
One successful approach includes:
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CISA CYBER SERVICES
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• Periodic assessments are essential for resilience

• Can’t protect if you don’t know what needs protection

• Can’t fix what needs if you don’t know what’s wrong

Criticality of Periodic Assessments
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Protected Critical Infrastructure Information (PCII) Program Guards Your Information 

• Sensitive critical infrastructure information voluntarily given to CISA is protected by law 
from
• Public release under Freedom 

of Information Act requests, 
• Public release under State, local, 

tribal, or territorial disclosure laws, 
• Use in civil litigation and 
• Use in regulatory purposes.

Protected Critical Infrastructure Information Program
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• Cyber Resilience Review (Strategic)

• External Dependencies Management (Strategic)

• Cyber Infrastructure Survey (Strategic)

• Cybersecurity Evaluations Tool Strategic/Technical)

• Phishing Campaign Assessment (EVERYONE)

• Vulnerability Scanning / Hygiene (Technical)

• Validated Architecture Design Review (Technical)

• Risk and Vulnerability Assessment (Technical)

Range of Cybersecurity Services

TECHNICAL
(Network-Administrator Level)

STRATEGIC
(C-Suite Level)
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VULNERABILITY SCANNING / HYGIENE
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Vulnerability Scanning / Hygiene
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Purpose: Assess Internet-accessible systems for known vulnerabilities and 
configuration errors.

Delivery: Identify public-facing Internet security risks, through service 
enumeration and vulnerability scanning online by CISA.

Benefits:
• Continual review of system to identify potential problems
• Weekly reports detailing current and previously mitigated vulnerabilities
• Recommended mitigation for identified vulnerabilities

Network Vulnerability & Configuration Scanning:
• Identify network vulnerabilities and weakness
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Cyber Hygiene Report Card
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High Level Findings
 Latest Scans
 Addresses Owned
 Addresses Scanned
 Hosts
 Services
 Vulnerable Hosts
 Vulnerabilities

Vulnerabilities
 Severity by Prominence
 Vulnerability Response Time
 Potentially Risky Open Services
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CYBER RESILIENCE REVIEW



Jason Burt
August 10, 2021

• Purpose: Evaluate operational resilience and cybersecurity practices of 
critical services. 

• Delivery: Either  

• CSA-facilitated, or 

• Self-administered

• Benefits include: Helps public and private sector partners understand 
and measure cybersecurity capabilities as they relate to operational 
resilience and cyber risk

Cyber Resilience Review

CRR Question Set & Guidance
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Critical Service Focus

Organizations use assets (people, information, technology, and facilities) to provide 
operational services and accomplish missions.
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Cyber Resilience Review Domains 

Asset Management 
Know your assets being protected & their requirements, e.g.,  CIA

Risk Management
Know and address your biggest risks that considers cost and your risk 
tolerances

Configuration and Change Management
Manage asset configurations and changes

Service Continuity Management
Ensure workable plans are in place to manage disruptions

Controls Management
Manage and monitor controls to ensure they are meeting your 
objectives

Situational Awareness
Discover and analyze information related to immediate operational stability 
and security

External Dependencies Management
Know your most important external entities and manage the risks 
posed to essential services 

Training and Awareness
Ensure your people are trained on and aware of cybersecurity risks and 
practices 

Incident Management
Be able to detect and respond to incidents

Vulnerability Management
Know your vulnerabilities and manage those that pose the most risk

For more information: http://www.us-cert.gov/ccubedvp
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CRR Sample Report
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Each CRR report includes: Domain performance of 
existing cybersecurity 
capability and options for 
consideration for all responses

A summary “snapshot” 
graphic, related to the NIST 
Cyber Security Framework. 

Comparison data with 
other CRR participants 
*facilitated only
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EXTERNAL DEPENDENCIES MANAGEMENT 
ASSESSMENT
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 Structure and scoring similar to Cyber Resilience Review 

 Uses one Maturity Indicator Level (MIL) scale with three lifecycle domains.   

EDM Assessment Organization and Structure 

Relationship Formation 

Assesses whether the acquirer evaluates and controls the risks of relying on external entities before entering into 
relationships with them.

Relationship Management and Governance 

Assesses whether the acquirer manages ongoing relationships to maintain the resilience of the critical service, and 
mitigate dependency risk.

Service Protection and Sustainment

Assesses whether the acquirer accounts for its dependence on external entities as part of its operational activities
around managing incidents, disruptions, and threats.
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EDM Assessment Report

Each EDM report includes: 
• Performance summary of 

existing capability managing 
external dependencies

• Comparison data with 
other EDM participants

• Sub-domain performance of 
existing capability managing 
external dependencies and 
options for consideration for 
all responses
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CYBER INFRASTRUCTURE SURVEY
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Cyber Infrastructure Survey (CIS)

• Purpose: Evaluate security controls, cyber preparedness, overall resilience. 

• Delivery: CSA-facilitated 

• Benefits: 

• Effective assessment of cybersecurity controls in place for a critical service,

• Easy-to-use interactive dashboard to support cybersecurity planning and resource 

allocation. 
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 Shows the low, median, and high performers
 Compares your organization to the aggregate

CIS Dashboard - Comparison
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Example of CIS Dashboard

Threat-based PMI:
 Natural Disaster
 Distributed Denial-of-Service
 Remote Access Compromise
 System Integrity Compromise

Scenario:
 Where should we to invest?
 Weakest area in comparison 

to peers
 Show management 

improvement

Comparison:
 Low Performers
 Median Performers
 High Performers

Cyber Infrastructure Survey for
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MARITIME CYBERSECURITY RESOURCES

 Port and Maritime Cyber Resilience
www.mpsisao.org

 CISA National Cyber Awareness System
https://us-cert.cisa.gov/ncas

 CISA - Stop Ransomware Campaign
https://www.cisa.gov/stopransomware

 CISA – Port Facility Cyber Risks
https://www.cisa.gov/publication/port-facility-cybersecurity-risks

http://www.mpsisao.org/
https://us-cert.cisa.gov/ncas
https://www.cisa.gov/stopransomware
https://www.cisa.gov/publication/port-facility-cybersecurity-risks
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Contact
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Cybersecurity and Infrastructure Security Agency 

CISA Contact Information
Jason Burt
Region IV Cybersecurity Advisor
(Alabama, Mississippi, Florida)

Jason.Burt@cisa.dhs.gov
(202) 578-9954 (Cell)

Klint Walker
Region IV Cybersecurity Advisor
(Georgia, Tennessee, Kentucky)

Klint.Walker@hq.dhs.gov
(404) 895-1127 (Cell)

Sean McCloskey
Region IV Cybersecurity Advisor
(North Carolina, South Carolina)

Sean.McCloskey@hq.dhs.gov
(202) 578-8853 (Cell)
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